TRUONG PAI HOC HONG pUC PE CUONG CHI TIET HQC PHAN

Khoa: CNTT&TT An toan mang may tinh
Bo mén: MMT&Ung dung MA HQC PHAN: 172038

1. THONG TIN VE GIANG VIEN

Ho tén: Nguyén Thé Cudng

Chtrec danh, hoc ham, hoc vi: Giang vién, Tién si nganh Khoa hoc may tinh
Thoi gian, dia diém lam viéc: Céc ngay trong tuan, phong 212 A2, CC3.
bia chi lién hé: Khoa CNTT&TT, truong BPHHD

Dién thoai: 0975.008.134 Email: nguyenthecuong@hdu.edu.vn

Ho tén: Lé Viét Nam

Churc danh, hoc ham, hoc vi: Giang vién, Thac si nganh CNTT

Thoi gian, dia diém lam viéc: Céc ngay trong tuan, phong 103 A2, CSC.
bia chi lién hé: Khoa CNTT&TT, truong PHHD

bién thoai: 0916.537.333 Email: levietham@hdu.edu.vn

Ho tén: Hoang Van Quy

Chure danh, hoc ham, hoc vi: Giang vién, ThS nganh CNTT

Thoi gian, dia diém lam viéc: Céc ngay trong tuan, phong 103 A2, CSC.
bia chi lién hé: Khoa CNTT&TT, truong BPHHD

Dién thoai: 0915.393.636 Email: hoangvanquy@hdu.edu.vn

2. THONG TIN CHUNG VE HQC PHAN

Tén nganh/khod dao tao:  Dai hoc cOng nghé thong tin
Tén hoc phan: An toan mang may tinh

Sb tin chi: 3

Hoc phﬁn: Tu chon

Céac mon tién quyét: Mang may tinh, LT mat ma
Cac mon hoc ké tiép:

Gi0 tin chi d61 vai cac hoat dong:

Ly thuyét Bai tap/Thao luan Thuc hanh Tu hoc
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Dbia chi bd mdn phu trach hoc phﬁn: Bd mon Mang may tinh & Ung dung, Khoa
Cong nghé thong tin & Truyén thong, phong 203 nha A2, co sé 2, Dai hoc Hong Drc.

3. NOI DUNG CUA HQC PHAN

Nhitng khai niém, cong cu, cong nghé, bién phap cin ban vé an ninh mang nhu dam
bao an toan thiét bi mang bang Cisco I0S, AAA server, hé thong firewall, hé théng phat
hién tdn cong va chdng tan cong, cac phuong phap ching thuc, ma hoa, toan ven dit lidu
cling nhu cach thirc trién khai hé théng mang VPN.

4. MUC TIEU CUA HQC PHAN

Chuan dau ra

Muc tiéu Mo ta
‘ CTDbT

C6 kién thirc tong quan vé an toan mang may tinh.
1.1 | nhitng chinh sach lién quan dén dam bao an toan C13
mang may tinh

1. Kién 12 C6 kién thic vé cic phuong phép trién khai ddi

. A A <o s C13
thire pho céac tan cong mang, ma hoa, toan ven dir licu

Co kién thac vé cac van dé dam bao an toan
1.3 | truyén thong dir li¢u va cac ching chi an toan C13
mang.

C6 k¥ nang Mo ta duoc mot s6 nguy co va de doa

tiem an doi voi hé thong mang; ing dung duoc

2.1 C13

cac chinh sach vé quan 1y theo ddi an toan hé
thong mang

C6 k¥ nang quan 1y viéc truy cap thiét bi mang
bang Cisco IOS va AAA; Trién khai duoc cac

2. Ky . . . . .
¥ bién phap chong tan cong mang LAN va cac bién

nang 2.2 C13

phap chéng xam nhép va kiém soat, loc Iuu lugng
mang bang Cisco 10S firewall nhu CBAC, Zone-
based firewall, Cisco 10S IPS

C6 k¥ nang vé cac van dé& vé dam bao an toan
2.3 | truyén thong dit liéu; st dung duogc ching chi sd; C13, C16
Trién khai hé théng mang site-to-site VPN

C6 thai do hoc tap tich cuc, chiu khé tim hiéu vé

3. Thai 3.1 C16, C21

an toan mang may tinh va cac linh vyc lién quan
do

3.2 | C6 kha ning lam viéc doc 1ap va kha ning lam C16, C21




viéc nhom

5. CHUAN PAU RA CUA HQC PHAN

TT KET QUA MONG MUON PAT PUQC MyC | CHUAN DAU
TIEU RA CTDPT
Trinh bay duoc cac kién thirc tong quan vé an toan
mang MAy tinh; cac chinh séct{ lién quan dén dam 11
A bé}o an toan mang may tinh; trién khai du:?c céc Pl? 1: 2’ c13
doi pho céac tan cong mang; st dung céc kién thuc dé 1 3’
dam bdo an toan truyén thong dir li¢u va cac ching
chi an toan mang.
Phén loai va mé ta dugc mot sd nguy co va de doa
B tiém an doi V‘(')'i hé théng mang; ung dung dugc f:éc 11, c13
chinh sach vé€ quan ly theo doi an toan h¢ thong | 2.1
mang
Trinh bay duoc cac van dé vé quan 1y viéc truy cap
thiét bi mang bang Cisco I0S va AAA; Trinh bay va | 1.3,
C Trién khai dugc cé&c bién phe’ip chdng tan cong mang 2.1, C13
LAN va cac bién phap chong xdm nhap va kiém | 2.2,
soat, loc luu luong mang bé“mg Cisco I0OS firewall 2.3
nhu CBAC, Zone-based firewall, Cisco 10S IPS
Trinh bay dugc cac van dé vé dam bao an toan 1.3,
truyén thong dir liéu; st dung duogc ching chi so; 21,
D Tlrién~ khai h¢ thong mang site-to-site VPN; thiét’ ke 29 C13,C16
va ho tr¢g trong viéc xay dung duoc mdt hé thong ’
mang dam bdo an toan. 2.3
Van dung dugc cac kién thirc v& An todn mang may | 2.3,
E | tinh dé giai quyét cac bai toan thuc té lién quan dén | 3.1, C16, C21
linh vyc an ninh mang may tinh. 3.2

6. NOI DUNG CHI TIET HQC PHAN
CHUONG 1: CAC NGUY CO VE AN TOAN MANG HIEN PAlI

1.1 Gidithiéu

1.2 Céac nguyén tic can ban vé an toan mang

3




1.3
1.4
1.5
1.6

Virus, Worm va Trojan
Céc hinh thire tin c6ng va phong chdng thong dung
Tém tit chuong

Tréc nghigm 6n tap

CHUONG 2: AN TOAN THIET BI MANG CISCO

2.1  Gidai thiéu
2.2 Quan ly truy cap thiét bi mang
2.3 Céuhinh
2.4  Theo dbi giam sat thiét bi
2.5 Tinh nang an toan tu dong
2.6 Tom tat chuong
2.7 Trac nghiém on tap
Chwong 3: AAA
3.1 Giai thiéu
3.2 Muc dich va cac hinh thirc AAA
3.3 Céu hinh local AAA
3.4  Cauhinh server AAA
3.5  Tom tat chuong
3.6 Trac nghiém on tap

CHUONG 4: CONG NGHE FIREWALL

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9

Giai thiéu

Access Control List

Céc cong nghé vé firewall
Context-based Access Control
Cau hinh CBAC

Zone-based Policy

Cau hinh ZPF

T6m tat chuong

Tric nghiém 6n tap

CHUONG 5: HE THONG CHONG XAM NHAP

4



5.1
5.2
5.3
5.4
5.5

Gidi thiéu

Céc cong nghé IPS
Céu hinh

T6m tit chuong

Tréc nghigm 6n tap

CHUONG 6: AN TOAN TREN MANG LAN

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

Giai thiéu

An toan trén thiét bi dau cudi

An toan trén mang LAN

An toan trén mang khéng day, VolIP va hé thong SAN
Cau hinh

SPAN va RSPAN

T6m tit chuong

Tric nghiém 6n tap

CHUONG 7: MAT MA HQC

7.1
7.2
7.3
7.4
75
7.6
7.7
7.8

Giai thiéu

Céc dich vu vé mat ma hoc

Hash, chir ly dién tir va ching thuc
M4 hoa ddi xting va bat ddi xung
Chung chi s6

Ha tang PKI

T6m tit chuong

Tric nghiém 6n tap

CHUONG 8: TRIEN KHAI MANG VPN

8.1
8.2
8.3
8.4
8.5
8.6

Giai thiéu

Phéan loai VPN

IPSec VPN

Cau hinh Site-to-site VPN
Cau hinh remote access VPN
Cau hinh SSL VPN



8.7  Tom tat chuong

8.8  Tric nghiém on tap

CHUONG 9. AN TOAN TRONG VAN HANH HE THONG MANG

9.1 Gidithiéu
9.2  Chu trinh quan ly mang

9.3  SecureX network

9.4  Thiét Iap chinh sach toan dién vé an toan hé thong mang

9.5  Tom tat chuong

7.HOC LIEU

Tai liéu bt bujc

1. Ciampa Mark, Comptia Security + Guide to Network

Security Fundamentals Cengage Learning | 2011
Tai liéu tham khdo
1. Vi Binh Cuong, Cach bao v¢ dit liéu quan trong va NXB Lao dong xa

. DERTUA N N 2009
phuong phép phat hi¢én xam nhap hoi
2. Pham Huy Hoang, Thiét ké mang Intranet NXB BK HN 2019

8. HINH THUC TO CHUC DAY HQC
8.1. Lich trinh chung

Hinh thirc t6 chire day hoc
Noi dun N
g L7 | BT+ || Tw | KT
TL hoc bG

CHUONG 1: CAC NGUY CO VE AN TOAN ) 5 o | o
MANG HIEN DAI
1.1. Gidi thiéu 0.5
1.2. Céc nguyén tac can ban vé an toan mang 0.5
1.3. Virus, Worm va Trojan 0.5
1.4. Céc hinh thire tin céng va phong chéng thong 05
dung '
1.5. Tém tat chuong




1.6. Trac nghiém 6n tap 2

Chuwong 2: An toan thiét bi mang Cisco 2 2 9

2.1. Gidi thiéu 0.25

2.2. Quan ly truy cap thiét bi mang 0.25

2.3. Cau hinh 0.5

2.4. Theo ddi giam sat thiét bi 0.5

2.5. Tinh nang an toan tuy dong 0.5

2.6. Tom tit chuong 0.25

2.7. Trac nghiém on tap 1.75
01 Bai

Chuoeng 3: AAA 3 | 2 pp | Kiem
tra

(1 tiét)

3.1. Gioi thigu 0.25

3.2. Muc dich va cac hinh thirc AAA 0.5

3.3. Cau hinh local AAA 1

3.4. Cau hinh server AAA 1

3.5. Tém tat chuong 0.25

3.6. Trac nghiém on tap 2

Chwong 4: Cong nghé firewall 3 2 18

4.1. Gidi thiéu 0.25

4.2. Access Control List 0.25

4.3. C4c cdng nghé vé firewall 0.25

4.4. Context-based Access Control 0.5




4.5. Cau hinh CBAC 0.5

4.6. Zone-based Policy 0.25

4.7. Cau hinh ZPF 0.75

4.8. Tom tit chuong 0.25

4.9. Trac nghiém on tap 2
01 Bai

Chwong 5: Hé théng chéng xam nhap 3 2 18 k:f;n

(1 tiét)

5.1. Gidi thiéu 0.25

5.2. Céc cbng nghé IPS 1.75

5.3. Cau hinh 1

5.4. Tom tit chuong

5.5. Trac nghiém on tap 2

Chwong 6: An toan trén mang LAN 3 2 18

6.1. Giai thiéu c

6.2. An toan trén thiét bi dau cudi 0.25

6.3. An toan trén mang LAN 0.25

64 An toan trén mang khéng day, VoIP va hé 0.25

thong SAN

6.5. Cau hinh 1

6.6. SPAN va RSPAN 1

6.7. TOm tat chuong

6.8. Trac nghiém on tap 2.0

Chwong 7: Mt ma hoc 3 2 18 01 ?ai
kiém




tra

(1 tiét)
7.1. Giéi thiéu 0.25
7.2. Céc dich vu vé mat ma hoc 0.25
7.3. Hash, chit ly dién tr va ching thuc 0.25
7.4. M4 hoa d6i xting va bat d6i xing 0.25
7.5. Ching chi sé 1
7.6. Ha ting PKI 1
7.7. T6m tit chuong
7.8. Trac nghiém on tap 2.0
01 Bai
Chwong 8: Trién khai mang VPN 3 2 18 k:f;n
(1 tiét)
8.1. Gidi thiéu 0.25
8.2. Phéan loai VPN 0.25
8.3. IPSec VPN 0.25
8.4. Cau hinh Site-to-site VPN 0.25
8.5. Cau hinh remote access VPN 1
8.6. Cau hinh SSL VPN 1
8.7. TOm tat chuong
8.8. Trac nghiém on tap 2.0
Chwong 9. An toan trong van hanh hé théng 3 5 18
mang
9.1. Gidi thiéu 0.25




9.2. Chu trinh quan ly mang 0.75
9.3. SecureX network 15
9.4. Thiét lap chinh sach toan dién vé an toan hé 05
théng mang '
9.5. Tém tit chuong 2.0
Téong 25 | 20 | 20 | 135
8.2. Lich trinh cu thé cho teng noi dung
Noi dung tuan 1 (3LT + 2TL)
Thoi A A
N . Yeéu cau CDbR
Hinh | gian, " : . 2 ..
, ) Noi dung chinh Muc ti€u cu thé nguoi hoc hoc
thire dia 2 . s\
X chuan bi | phan
diém
- Hiéu duoc vé
Chwong 1: CAc nguy co ngudn gdc cac rui ro | - Poc tai
vé an toan mang hi¢n dai xuat hién trén mang | liu [1]
36é, | 1.1 Gidi thigu may tinh - Nghién
Ly tai 1.2. C4c nguyén tic can ban i’Nilm duz‘i nguy?n C}tm tté{w
y’ phong | vé an toan mang y' oat dong Cuf‘ tham khao A
thuyet . . . Virus, Worm va | [1]
hoc 1.3. Virus, Worm va Trojan .
1.4, Céc hin thi thn cong | o - Su dung
o r?ac Irr:; t ulf:[an é:ong - Nam duoc cac hinh | Internet dé
vaphong C, ong thong dung thirc tin cong va | tham khao
1.5. Tém tat chuong phuong phap phong | thém
chéng thong dung
Théo ludn vé: ) I‘{iéu’ duge  ve
. . . _ .. 3 |ngudn gbc cac rui ro , )
~, - Céc nguyén tac cin ban vé I - Chuan bi
2 tiét, . xuat hién trén mang N
i . an toan mang o cau héi can
Thao tai may tinh ) s
A \ - Nguyén ly hoat dong cua . | thao luan vé A
luan phong ) oy - Nam duogc nguyén | ,  z  .x
cac phan mém dgc hai . A | cac van de
hoc ) Iy hoat dong cta| . ..
- Céc hinh thirc tan cong va Virus, Worm v neu tren
phuong an phong thu Trojan
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- Nam duoc cac hinh
thtc tin coéng va
phuong phép phong
chéng thong dung

Tu hoc

9 tiét,

0 nha

hoac
thu vién

Nghién ctru thém vé cac
thanh phan lién quan dén an
toan va cac chuan an toan
thong tin mang may tinh

- Poc ky
cac tai liéu
tham khao
dé nam
vitng cac

Cing c6 thém kién | khai niém

thic va rén luyén | vé an toan

kha nang tu hoc

va cac
nguyén tic
co ban cua
an toan
thong tin
mang

Noi dung tuan 2 (2TL + 3LT)

X Thoi o A ..| CBhR
Hinh ) ) . , " z | Yéu cau ngwoi
, gian, dia Noi dung chinh Muc tiéu cu thé 2 a. hoc
thirc 2 hoc chuin bi A
diem phan
- Hiéu dugc vé
ngudn goc cac
rui ro xuat hién
Thao luan vé: trén mang mdy
' . tinh
- Cac nguyén tac can ban . P
2 tit. tai vé an toan mang - I\Iam ’ duoc | - ghuagl bi cau
: > 1€ Ny ) nguyén 1y hoat | hoi can thdo
Thao > - Nguyén 1y hoat dong | < , : A X
ludn phong , L o S d dong cua Virus, | ludn v€é cac A
' hoc | 4@ ©ac phan mem doc |\ \worm va Trojan | vin  d&  néu

hai
- Céc hinh thirc tin cong
va phuong 4n phong thu

- Nam duoc cac
hinh théc tin
cong va phuong
phap phong
chéng thong
dung

trén
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Chwong 2: An toan
thiét bi mang Cisco

2.1. Gigi thiéu
2.2. Quan ly truy cap

- Hiéu dugc céc
budc duoc thuc
thi trong qua
trinh quan ly

- Poc tai liéu
[1]

- Nghién ctru

, it bi truy cap thiét bi
Py 3 tiét, tai | tICL DI Mang ngcaﬁ hle ) ' | tai liu tham
. L s - Cau hinh duogc
y P phong 2.3. Cau hinh o " | khao [1], [2] B
thuyeét h thiét bi Sir d
¢ 2.4. Theo dGi giam sat| . N&m duoc cdc | o 8
thiét b thao tic co ban Internet fie
L. tham khao
2.5. Tinh nang an toan ty | trong qua trinh them
dong theo doi va giam
e it thiét b
2.6. Tom tat chuong sat et ol
-Cuing co thém
0 tids kién thirc varén | -Bdo cdo két
ie
’ luyén kha na atu h
& nha Nghién ctru thém céc Hyen Kha hang ql‘la © 0 )
Tu hoc hodic thu | kién thite di h tu hoc; trinh két qua
odac thu | kién thirc da hoc . .
N i - Chuan bi kién | tu hoc khi co
vién . .
i thirc d¢ lam bai | yéu cau.
kiém tra s6 1.
Noi dung tuan 3 (3LT + 1TL + 1KT)
. Thoi s CBbR
Hinh . 0’1- . i " z | Yéu cau nguoi
, gian, dia Noi dung chinh Muc tiéu cu thé z2 L. hoc
thire I hoc chuan bi A
diem phan
- Nam duogc muc
dich va cac hinh | - Poc tai liéu
Chwong 3: AAA thire cta co ché | [1]
3.1. Gigi thiéu dam bao an toan | - Nghién ciru
L 3 tiét, tai | 3.2. Muc dich va céc hinh | thdng tin AAA | (3 ligu tham
thy . | phong | thic AAA _ CAu hinh duoc | khdo [1], [2] C
uye . A A
" T hoc 3.3. Chu hinh local AAA | hé théng AAA | . it dung
3.4. C4u hinh server AAA | cuc bo Internet dé
35 Tém tit chuong - Cau ’hinh duoc | tham khao
h¢ thong AAA | thém
chu
Thao | 1tiét, tai | Thao ludn: - C6 thé xay | - Poc tili¢u C
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luan phong - Cac phuong phap xay dung duoc mot | [1], [2]
hoc dung h¢ thong dam béo AAA don gian | . Nghién ctru
zf] fi‘;fng tintheo M6 | gam bao an toan | ¢; Jiéu tham
n thong tin khao [1], [2]
- Str dung
Internet dé
tham khao
thém
1 tiét tai : . Nghién ciru ki
KT- h;en | Kidm tra kién thic = :1.1 -
cac bai gian
bG phong chuong 1, 2, 3 . slang
hoc da hoc
9 tiét, Cuing c6 kién .
s e e Lam day du
O nha Nghién ctru cac cau hoi thirc va rén L
Tu hoc an {4 luvén kha 1 cac bai tap
5 on ta uyén kha nan )
hoac thu ap ye & | theo yéu cau;
vién tw hoc

Noi dung tudn 4 (3LT + 2TL)

. Thoi o .| CPR
Hinh . . . i " ;| Yéu cau ngwoi
i gian, dia Noi dung chinh Muc tiéu cu thé 2 1. hoc
thire I hgc chuan bi A\
diem phan
- Hiéu duoc
Chwong 4: Cong nghé neuvén 16 ho'at
. u
Firewall g Y Y ;
dong cua
4.1. Giéi thi¢u phuong phép st
4.2. Access Control List |dung  Access | - Doc tai licu
. + | Control List 1
4.3. Cac cong nghé vé . , 4 o
firewall - Nam duogc cac | - Nghién ctiu
L 3 tiét, tai cong nghé vé | tai liéu tham
thy " phong 4.4. Context-based tudng lira khao [1], [2] C
uye 5
Y hoc Access Control _ Hibu duoc | - Str dung
4.5. Cau hinh CBAC phuong  phap | Internet dé
: kié At truy | tham kha
4.6. Zone-based Policy 1em Soa mz/ ?m a0
’ cap theo ngir | thém
4.7. Cau hinh ZPF canh

4.8. T6m tit chuong

4.9. Tric nghiém 6n tap

- CAu hinh duoc
mot hé théng
dua vao chinh
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sach

- Nam duoc cac
cong ngh¢ vé

- Poc tai liéu

tuong Itra
2 [1]
. - Hiéu duoc Nahien i
2 AR UA- - ctru
| Thao luan ve: pheong  phip | . gA
\ 2 tiet, tai | - Cac cong nghé tuong % . tai li¢u tham
Thao . ' kiém soat truy ]
U3 phong ltra N, 5 khao [1], [2] C
uan , , ca €0 n ,
i hoc - Céc phuong phap truy ;p b Sl Str dung
A can ,
cap . Internet dé
- Cau hinh duoc )
. ) J tham khao
mot hé thong thém
dua vao chinh
sach
9 tiét, - Cung ¢6 kién T
s N S o Lam day du
0 nha Tim hi€u thém thong tin | thirc va rén o
Ty hoc ) XA . i s cac bai tap
hodc thu | vé vé cac loai tuong Ita | luyén kha nang s
i theo yéu cau.
vién tu hoc
N¢i dung tuan 5 (3LT + 2TL)
Hinh Thoi Yéu ci o CbR
< éu cau ngu
, gian, dia N¢i dung chinh Muc tiéu cu thé 2 8 ] hoc
thure .2 hgc chuan bi x
diém phan
- Nam duoc N
o - Poc trude tai
nguyén ly hoat i ..
46 1 chc ha ligu [1] va tai
i A £ ong cua cac hé | .
Chwong 5: Hg thong | - 8 L | ligu tham khao
chéng xam nhap thong chong 111, [2]
3 tiét, tai xam nhdp Nghién cu
, i€t, tai i5i thie 2 , - ién cuu
Ly : 5.1. Gigi thiéu - Hidu duoc cae : g ncu
p phong . A A A thém thoéng tin D
thuyét 5.2. Céac cong ngh¢ IPS cong ngh¢ .
hoc ’ hé Am nha trén  Internet
o, - Cau hinh duoc dune cic he
5.4. Tom tat chuong mot hé théng ’ g e
z A . | thong  chong
chong xam nhép | | .
) xam nhap
co ban
2 tit. tai Thao luan: - Hiéu duoc cac | - Poc trude tai
Thao " | - Céc cong nghé chdng cong nghé ligu [1] va tai
A phong A A X A A A , D
luan b xam nhap chong xam nhédp | liéu tham khao
oc

- CAu hinh duoc

[1]
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mot hé thong
chéng xam nhap
co ban

- Nghién cuu
thém thong tin
trén  Internet
vé cach thirc
xdy dung cac

hé¢ thong
chéng xam
nhap

- Banh gia muc
do tiép thu cua

On tap cac noi

KT' . 2 Y4 e - -A ’ ~ ’ A
G Kiém tra bai viét 1 tiet sinh vién cac ky | dung cac phan
thuat 1ap trinh da hoc
da lu6ng
- Cung ¢6 kién
y < o thirc vé xam
9 tiét, Doc thém ve k¥ thuat lap g o
R, . R nhap va chong Thuc hién cac
Tuh & nha trinh trong phan tai liéu R hin trd sy chu t
u hoc xam nhap trén éu cau tu
"7 | hodc thu | tham khao [1] :p . 4 i
. mang va ren hoc.
vién

luyén kha nang
tu hoc.

Noi dung tuan 6 (2TL + 3LT)

R Thoi Y ..| CBR
Hinh . ) . , " 2 | Yéu cau nguoi
, gian, dia Noi dung chinh Muc tieu cu thé 2. hoc
thire I hoc chuan bi "
diem phan
- Poc trudc tai
ligu [1] va tai
» li€u tham khao
- Hiéu duoc cac i
cong nghé 11 [2]
.+ . | Thao luan: p R . |- Nghién cuu
, 2 tiét, tai o s chong xam nhap . R .
Thao . - Cac cong nghé chong L thém thong tin
) phong ) R - Cau hinh duogc | | D
luan xam nhap A . J trén  Internet
hoc mot hé thong

chong xam nhap
co ban

ve cach thuc
xdy dung cac

hé thong
chbng xam
nhap
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Chwong 6: An toan trén
mang LAN

6.1. Gigi thiéu
6.2. An toan trén thiét bi
dau cudi

- Nim duoc yéu
cAu vé an toan
trén thiét bi dau
cudi

- Poc trudc tai
liéu [1] va tai
liéu tham khao
[1], [2] vé céc

) 3 tiét, tai | 6-3. An toan trén mang | Hiéu dugc | phuong  thic
Ly s LAN phuong  phdp | ddm bdo an
¢, | phong \ , \ N
thuyét b dam bdo an toan | toan trén mang
oc s A
' 6'4; An Atoan tren man? trén mang LAN | cuc bd va cac
kh?ng day, VoIP va hé|_ CAu hinh dugc | mang  truyén
thong SAN mot mang LAN | thong da
6.5. Cau hinh nhim dam bao | phuong  tién
6.6. SPAN va RSPAN an toan hé théng | khac
6.7. TOm tat chuong
- PBanh gia muc | .
Cnr B o0 p o
do tiép thu cua
KT- sinh vién vé cac dung chuong
Kiém tra giita ky . . 11,2345 &
bG kién thtc tong | | e
. 7| lam bai ki€ém
hop tr céac
. tra.
chuong da hoc.
- Thuc hién
9 tiét, Tham khao thém tai liéu cac yéu cau tu
Tu hoc | 6 nha [1] vé cac phuwong phap | Rén luyén kha | hoc.
hodc thu | an toan trong mang cuc | nang tu hoc. -Lam dﬁy du
vién bo. cac bai tap

theo yéu cau;
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Noi dung tudn 7 (4TL + 1KT)

. Thoi .~ a ..| CPR
Hinh . . . i I ;| Yéu cau nguoi
i gian, dia Noi dung chinh Muc tiéu cu thé 2 1. hoc
thire I hoc chuan bi \
diém phan
- Nam duoc yéu | - Poc trudce tai
ciu vé an toan |lidu [1] va tai
i trén thiét bi dau | liéu tham khao
Thdo luan vé: cudi [1], [2] vé céc
466t tai |- Cac phuong phap dam |- Hiéu duogc | phuong  thuc
1CL, tal , \ A . , ,
Thao hon bdo an toan trén mang cuc | phuong  phdp | ddam bdo an D
luan E g bo dam bdo an toan | toan trén mang
oc A A x s
- Cich thitc cAu hinh trenAmang LAN | cuc bd va cilc
mang cuc bd - Cau hinh dugc | mang  truyén
mot mang LAN | thong da
nhim dam bao | phuong  tién
an toan hé thong | khac
6t tai Kiém tra 01 tiét vé cac
1€, tal (s ,
KT- hon phuong phap dam bao an
bG E 9 toan thong tin cho mang
oc
i cuc bd
9 tiét, . Cung cb kién )
L - Tu tim hiéu va hoc cach . 5 .. Thuc hién cac
0 nha ) ... .. ., |thucvarén T
Tu hoc _ xay dung va phat trién cac R L yéu cau 6 phan
hoacthu | .. A luyén kha nang A
i giai phap mang cuc bd ndi dung
vién tu hoc
Noi dung tuan 8 (3LT + 2TL)
Hinh | Thai ) . | Yéu ciunguoi | CPR
, . N¢i dung chinh Muc tiéu cu thé tea ;gu,
thire gian, hoc chuan bi hoc
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dia phén
diém
- Hiéu dugc vai
tro0 cua mat ma
hoc trong dam
. bao an toan
Chwong 7: Mat méa hoc N
: ’ thong tin
7.1. Gidi thigu - Nim dugc céac
7.2. Cac dich vu vé& mat | dich vu v& mit | - Poc trude tai
3 tiét, ma hoc méa . l%?u [1] va tfli
, ) " v . |- Hi€u duoc | licu tham khao
Ly tai 7.3. Hash, chir ky dién tir . .
thuyét | phong | va chang thyuc nguyen 1y xay | [1], [2] b
hoe ) ,' L ‘ dung chir ki dién | - Nghién ctu
: 7.4. Ma hoa doi xiang va |ty thém thong tin
bat doi xang - Biét duoc khai | trén Internet
7.5. Chiting chi sé ni¢m va phuong
7.6. Ha ting PKI thife_hoat dong
’ cua chung chi so6
7.7. Tém tat chuong - Biét duoc ha
tang quan 1y
khda cong khai
- Nam dugc céc
dich vu vé mat
ma
- Hiéu duoc |- Nghién cuu
Thao luédn nguyén ly xay | tailiéu[2]
2 tiét, - Céc dich vu vé mat ma dung chir ki di¢n | - BPoc thém
Thao | tai - Chir ky dién thu va | tu thong tin trén D
luan phong | ching thuc - Biét duoc khai | mang vé cac
hoc - Céc phuong phap ma héa | ni€ém va phuong | phuong phap
- Chimg chi s6 thirc hoat dong | quan 1y nguoi
ctia ching chi sé | ding
- Biét dugc ha
ting quan 1y
khoa cong khai
L Nghién cuu
1 tiét tai .2 , N, , o,
KT- R Kiém tra cac thuat toan cac thuat toan
phong A £~z A %
bG hoe lién quan dén ma hoa lién quan dén

ma hoa
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Tu hoc

9 tiét,
0 nha
hoac

thu vién

Nghién ciru vé cac thuat
toan ma hoa

Noi dung tudn 9 (3LT + 2TL)

R Thoi . A ..| CDR
Hinh . . . i " z | Yéu cau nguoi
, gian, dia Noi dung chinh Muc tiéu cu thé 2 .. hoc
thire I hoc chuan bi A
diém phan
Chwong 8: Trién khai
mang_V_PN_ - Hiéu dugc vai
8.1. Gioi thicu tro  cua mang | - Poc trudc tai
8.2. Phén loai VPN riéng 4o lieu [1] va tai
L 3 tiét, tai | 8.3. IPSec VPN - Hiéu duoc | liéu tham khéo
thzllyét phong | 8.4. Céu hinh Site-to-site | cong ngh¢ mang | [1], [2] D
hoc VPN riéng 4o - Nghién ctru
8.5. CAu hinh remote | - Cau hinh dugc | thém thong tin
access VPN cac mang riéng | trén Internet
8.6. CAu hinh SSL VPN | 80
8.7. Tém tat chuong
Thao luan
- Nghién ctu
- Cac phuong phap xay 2 g o
A, -  Hiéu duoc| tailiéu[1]
dung mang riéng 4o . .
2 tidt tai | - Che ohin mém b3 ¢ cong ngh¢ mang | - poc thém
Théo phc‘)n’g I a; pran Mem 1o O rigng a0 thong tin trén b
A xay dung cac mang rién . .
luén hoc ) y cing e gl Cau hinh duogc | mang vé cac
: ao .
) ’ | cac mang riéng | phuong phap
-’Cac ph‘lfong‘phap quan | . quén 1y ngudi
Iy nguoi dung mang diing
riéng 4o
9 tit - Nghién ctru cac vi du - Boc cac tai
& nhi vé cac chuong trinh hd liéu va tham
nha
Tu hoc } trg xay dung cac mang khéao thong tin
héAaC thu riéng 4o va phuong phap trén mang
vien quan ly nguoi dung Internet
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Noi dung tudn 10 (3LT + 2TL)

. Thoi . 3 ..| CDR
Hinh . . . i I ;| Yéu cau nguoi
i gian, dia Noi dung chinh Muc tiéu cu thé 2 1. hoc
thure I hoc chuan bi \
diem phan
Chwong 9. An toan
trong van hanh hé | . Hidu duogc vai
thong mang trd cla mang | - Poc trudc tai
9.1. Gii thiéu riéng ao liéu [1] va tai
. 3 tict, tai . . |- Hiéu duogc | liéu tham khao
Ly . 19.2. Chu trinh quan ly | L j
P phong cong nghé mang | [1], [2] D
thuyét mang . A
hoc riéng ao - Nghién ctru
9.3. SecureX network - Céu hinh duoc | thém théng tin
9.4. Thiét lap chinh|cac mang riéng | trén Internet
sach toan dién vé an |ao
toan hé théng mang
Thao luan 2 - Nghién ctu
. , . |- Hiéu duoc A
- Chu trinh quan ly| | . tai liéu [1]
AL cong ngh¢ mang A
Tha 2 tiét, tal | mang N - Poc thém
a0 . y riéng ao o
. phong - Céch thuc thiét lap g . thong tin trén D
luan . , . | - Cau hinh duoc L
hoc chinh sach an toan hé | | o mang veé cac
< cac mang riéng ,
thong , phuong phap
a0
quan ly mang
- Nghién ctru cac vi du ...
2 O, . x - Boc cac tai
9 tict, vé cac chuong trinh ho o
¢ nha trg xay dung cac man licu va tham
X
Tu hoc . . y " & - khao thong tin
hodc thu | riéng 4o va phuong .
ia hap quan 1 ngudi fren mang
vién
' p\ Pd yne Internet
dung
N¢i dung tuan 11(10TH)
. Thoi . Yéu ciu CPR
Hinh ian, dia Noi dung chinh Muc titu cy ngwoi hoc hoc
1 1 1 1 2
thlrrc g .’-:, . . u g thé g P .. .}\
diem chuan bi phan
Thuc 5 tiét, Thyc hanh chuong 4: D, E
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hanh phong | - Cai dat va cau hinh hé diéu
may hanh LINUX trén may ca
nhan
- Str dung céc 1énh co ban
trong LINUX
- C4u hinh tuong lua
Thuc hanh chuong 5:
5 tiét, - Xay dung hé thong chong
Thuc . A N
hanh phong xam nhap D, E
may - Thtr nghiém hé thong véi
cac xam nhap
10 tiét,
0 nha Thuc hién cac thao tac da
Tu hoc . 1
hodc thu | hoc tai 16p
vién
N¢i dung tudn 12 (10TH)
Thoi Yéu ci DR
Hinh . 0’1. . i Muc tiéu cu el‘l .cau c
i gian, dia Noi dung chinh Yooz nguoi hoc hoc
thire I the FE A
diem chuan bi phan
Thyc hanh chuong 6,7
Thu 5 tiét, - Xay dung cac phuong
Y \
har;h phong phap dam bao an toan mang D, E
may LAN
- Thtr nghiém cac h¢ ma
Thuc hanh chuong 8,9:
- Trién khai mang riéng ao
5 ik va cau hinh mang riéng ao
Thue tl\et’ cho myc dich c4 nhan
L phong ) ) D, E
hanh - - Thyc hién quan 1y tai
khodn mang riéng do
- Xay dung céc chinh sach
dam bao an toan hé théng
10 tiét, sm da
- Thuc hanh céc thao tac da Lam day )
Tuhoc | §nha o . du céc bai
hoc tai phong may A
hodc thu tap theo
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vién yéu cau;

9. CHiNH SACH POI VOI MON HQC
* Y8u ciu ctia mon hoc d6i véi sinh vién.
Sinh vién phdi c6 du cac diéu kién sau méi duge du thi cudi ki va duge danh gia két

qua mon hoc.

- Mikc dg chuyén can: Sinh vién phai tham gia hoc t6i thiéu 1a 80% sb tiét hoc trén 16p.

- Thdi dé hoc tdp: Sinh vién phai tich cuc tw hoc, tw nghién ctru, lam cdc bai tap day du
va n0p dung han theo yéu cau cua gido vién; tich cuc tham gia thao ludn nhom, tich cyc
tham gia y kién x4y dung bai trén 16p.

- Piém qua trinh: Phai c6 toi thiéu 3 con diém thuong xuyén; 1 con diém kiém tra giira
Ki.

- Piém thi két thiic hoc phan: Bét budc sinh vién phai tham gia dy thi khi dd c6 du diéu
kién du thi.
* Ngoai ra:

- Nguoi hoc t61 thiéu phai co6 céc hoc li¢u [1], dé tu nghién ctru va chuén bi bai trude
khi dén 16p.

~ Ngudi hoc phai ¢6 tai liéu hudng dan thuc hanh va chuan bj bai thuc hanh theo quy
dinh trude khi thyce hanh trén phong may.

10. PHUONG PHAP, HINH THU'C KIEM TRA - DANH GIA KET QUA
HQC TAP HQC PHAN

10.1. Tiéu chi, danh gia :

- Pbi voi hinh thire van dép: ¢6 thé kiém tra thong qua cac bai tap tai 16p. Yéu cau
ngudi hoc phai nam viing 1§ thuyét co ban, k¥ ning ap dung vio cac bai tip mot
cach thanh thao.

- Ddi v6i cac bai kiém tra viét: Hoc sinh phai dat dugc cac yéu cau cta dé bai, biét
van dung kién thtrc duoc hoc dé giai quyét cac bai tap lién quan.

10.2. Kiém tra- danh gid thuong xuyén:

- Danh gia qua trinh hoc va tu hoc cia nguoi hoc trong céc gio hoc.

— Kiém tra viét theo lich, thoi gian: tir 40 dén 50 phit/bai.

~ Piém trung binh cua cac bai kiém tra co trong s6 0,3.

10.3. Kiém tra — ddnh gid giia ky
~ Kiém tra - dnh gia giita ki: 1 bai kiém tra viét vao tuan 6 ; thoi gian: 50 pht.
- Diém: tir 0 dén 10.
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~ Piém cua bai kiém tra giira ky cé trong s6 0,2.
10.4. Kiém tra — ddnh gid cudi Ki:
— Hinh thire: Thi viét; Thoi gian: 120 pht.
~ Piém: tir 0 dén 10, 1am tron dén mot chir s6 thap phan.

~ Dbia diém: Phong thi do phong Pao tao xép ; Trong sb: 0,5.

11. CAC YEU CAU KHAC
- B4 tri lich hoc, thai gian hoc theo dang lich trinh cu thé (muc 8.2)

- Gio ly thuyét duoc b tri hoc tai phong hoc ¢d may chiéu, néu phong hoc 16n can co
thém micro, loa.

- Gio thuc hanh dugc bb tri & cac phong may c6 day du cac trang thiét bi.

Ngay 20 thing 8 nam 2019 Thanh Hdéa, ngay 6 thang 8 nam 2019
KHOA CNTT&TT TRUONG BO MON GIANG VIEN SOAN
Pham Thé Anh Nguyén Thé Cuong Hoang Van Quy
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