TRUONG PAI HOC HONG PUC

Khoa: CNTT&TT

B6 moén: MMT & Ung dung

PE CUONG CHI TIET HQC PHAN
Thuc hanh An ninh mang
MA HQC PHAN: 172042

Ho tén:

Chtrc danh, hoc ham, hoc vi:

Thoi gian, dia diém lam viéc:

bia chi lién hé:
Dién thoai: 0975.008.134

Ho tén:
Chtrc danh, hoc ham, hoc vi:

Thoi gian, dia diém lam viéc:

bia chi lién hé:
bién thoai: 0916.537.333

Ho tén:

Chtrc danh, hoc ham, hoc vi:

Thoti gian, dia diém lam viéc:

Dia chi lién hé:

bién thoai: 0915.393.636

Tén nganh/khoé dao tao:

Tén hoc phan:
S tin chi: 3
Hoc phﬁn: Tu chon

Céac mon tién quyét:

Céac mon hoc ke tiép:

1. THONG TIN VE GIANG VIEN

Nguyén Thé Cudng

Giang vién, Tién sT nganh Khoa hoc may tinh
Céc ngay trong tuan, phong 212 A2, CC3.
Khoa CNTT&TT, truong DPHHD

Email: nguyenthecuong@hdu.edu.vn

Lé Viét Nam

Giang vién, Thac si nganh CNTT

Céc ngay trong tuan, phong 103 A2, CSC.
Khoa CNTT&TT, truong PHHD

Email: levietham@hdu.edu.vn

Hoang Van Quy

Giang vién, ThS nganh CNTT

Céc ngay trong tuan, phong 103 A2, CSC.
Khoa CNTT&TT, truong DPHHD

Email: hoangvanquy@hdu.edu.vn

2. THONG TIN CHUNG VE HQC PHAN

Dai hoc cong nghé¢ thdng tin

Thyc hanh an ninh mang

An ninh mang

Gio tin chi doi véi cac hoat dong:

Ly thuyét

Bai tap/Théo luan

Thuc hanh Tu hoc

16 28 30 135

Dbia chi b0 mon phu trach hoc phﬁn: B6 mén Mang may tinh & Ung dung, Khoa
Cong nghé thong tin & Truyén thong, phong 203 nha A2, co sé 2, Pai hoc Hong Drc.



3.NOI DUNG CUA HQOC PHAN

Mon hoc nay cung cép kién thirc vé& nguyén 1y cta cac k¥ thuat an ninh mang; kién
thirc vé cac k§ thuat, cong cu phan tich cac 16 hong trong hé théng mang; cac k¥ thuat bao
mat ha ting mang nhu Firewall, IDS/IPS; c4c k¥ thuit trong bao mat ing dung: Remote
Access Security, Web Security, Email Security, Buffer Overflow.

4. MUC TIEU CUA HQC PHAN

Muc tiéu M6 ta Chudn diu ra
: CTPT
} 1.1 | Kién thtrc vé k¥ thuat an ninh mang may tinh C12,C13
1. Kién : 3
thite 12 I?ién thirc vé cac giai phap an ninh mang may C12, C13
tinh
2 K§ 21 K-hé né{lg }?hén tich va hién thuc céc giai phap an C12, C13
ninh may tinh
nang : .
2.2 | Ky nang lam viéc nhom, thuyét trinh C12, C13
31 C6 thai §@ l”lQC teft‘p t’ichNCI,J:c, chil.lAkhé tim hiéu vé C16, C21
3. Thai mang may tinh va cac linh vuc lién quan
do 3.9 Cci khé’néng lam viéc doc lap va kha nang lam c16, C21
viéc nhom

5. CHUAN PAU RA CUA HQC PHAN

MUC | CHUAN DAU

T KET QUA MONG MUON DPAT PUQC TIEU | RA CTPT

Trinh bay dugc nguyén nhan tin cong mang may
tinh; Phan loai va trinh bay dugc dac diém co ban
cac 16 hong trong hé théng mang; Trinh bay duoc
cac nhom giai phap str dung dé phat hién va phong

A | chdng xdm nhap mang; Trinh bay d}l:(_rcqcéc dic diém 11 12 C12,C13
chinh cta cac cong cu phan tich 16 hong trong cac '
thiét bi va giao thirc mang; Trinh bay duoc vai tro
clia cac cong cu giam sat ctia hé thong mang phan
tich cac 16 hong & ting mg dung.
B | Cai dat va cAu hinh cac ACL, Firewall, IDS/IPS, 2.1 C12,C13




c Cfli dit va cdu hinh duoc cic cong cu phan tich 16 21 C12. C13
hong mang
D Tr\!r)h bay trudéc dam dong str dung phuong tién trinh 92 C12 C13
chiéu
£ Panh gia ,Vé‘l lua chon gjéi phap an ninh mang phu | 3.1, C16. C21
hop cho cac mang thuc té 3.2
6. HOC LIEU
Tai ligu biit bugc
1. Ciampa Mark, Comptia Security + Guide to Network Cengage
. . 2011
Security Fundamentals Learning
Tai liéu tham khdo
1. Vii Binh Cuong, Cach bao vé dir li€u quan trong va NXB Lao
. DRV - A 1A 2009
phuong phap phat hién xam nhap dong xa hoi
2. Pham Huy Hoang, Thiét ké mang Intranet NXB BK HN 2019
7. HINH THUC TO CHUC DAY HQC
CDR
Tuan Noi dung Muc tiéu cu thé | Chuanbi | Hoc
phﬁn
Chuong 1: Tong quan vé bao
mdt mang
+ Téng quan v& bio mat mang |~ T1inh bay dufyc
may tinh nguyén nhén tan | - Nghién ctu
cong mang may | tai liéu [1]
+ Phan loai cac 10 hong bao mat | tinh - Nghién
1-2 . 2 _PhA P A A
+ Céc kidu thn cong mang Phan loai va cuu the_m
trinh bay duoc dac| théng tin
+ Céc giai phap phat hién va diém co ban cac | trén mang
phong chdng tan cong mang 15 hdng trong hé | Internet
thdng mang
- PPGD chinh:
+ Thuyét trinh




+ Trinh chiéu Powerpoint

- Tu hoc

+ Céc cudc tAn cong mang may
tinh 16n trong lich str va céac giai
phap han ché mic d nguy hai
ctia cac loai tan cong nay

+ Céc nodi dung lién quan dén bai
hoc

CDR
Tuin Noi dung Muc tiéu cu thé | Chuén bj Hoc
phﬁn
Chuwong 2: Cryptography - Ma
hoa
A. Cac ndi dung hoc tap chinh
trén l6p:
Néi dung GD 1y thuyét: - Trinh bay duoc
vai tro cia ma
+ Can ban vé mi hoa hoa dir ligu - Nghién ciru
trong an toan tai ligu [1]
+ Mot s k¥ thuat ma hoa ong tin va -
. y thug thong tin va _ Nghién
- truyen tin trén T
34 |pPGD chinh: YA TEN | ctru thém A
mang; diém va théng tin
+ Trinh chiéu POWCI‘pOth thUét ann cua trén mang
mot so giao thuc Internet

+ Thuyét trinh

B. Céc ndi dung cén tu hoc &
nha:

+ Ung dung cua cac k¥ thuat ma
hoa trong cac ung dung trén
mang

ma hoa phd bién




CDR

Tuén Noi dung Muc tiéu cu thé | Chuin bi Hoc
phﬁn
Chuwong 3: Cac cong cu phan
tich, danh gia an ninh mang —
Network security analysis tools
A. Cac ngi dung hgc tip chinh
trén lop:
N¢i dung GD ly thuyét:
+ Port and connection monitoring | - Trinh bay duoc
_ vai tro cua cac
+ Port scanning cong cu giam sat
+ Network sniffing caa hg thf)ng, ) Nghl.en
mang phan tich cuu tai
+ Vulnerability scanning céc 16 hong ¢ tang| ligu [1]
tmg dung - Nghién
5-7 | PPGD chinh: _— SO AC
- Trinh bay dugoc | ctru thém
+ Trinh chiéu Powerpoint cac dac diem thdng tin
chinh cua cac trén mang
+ Thuyét trinh cong cu phan tich | Internet
. 15 hdng trong cac
+ Lam mau

B. Céc ndi dung cén tu hoc &
nha:

+ Doc thém: cac ndi dung lién
quan

thiét bi va giao
thirc mang




CDR

Tuin Noi dung Muc tiéu cu thé | Chuin bj Hoc
phén
Chuong 4: Bio mit ha ting
mang — Infrastructure security
A. Cac ngi dung hoc tap chinh
trén 16p:
Noi dung GD ly thuyét:
+ Gidi thiéu
+ Firewall
+ VPN n
- Nghién
+ VLAN o clru tai
Trlnh_pay d\u:c_)’c ligu [1]
+ NAT dac diém va co _
X A , - Nghlén
8-10 ché hoat dong cua ’ - A C
+ IDS/IPS Firewall, VPN, | ciu thém
—— NAT, IDS/IPS | thong tin
+ Network security policy trén mang
Internet

PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

B. Cac noi dung can ty hoc ¢ nha:

+ Ung dung cac k¥ thuat bao mat
Va0 c4c thanh phan trong hé thong

mang




CDR

Tuin Noi dung Muc tiéu cu thé | Chuin bij Hoc
phén

Chuwong 5: Hé thng phat hién

va phong chéng xAm nhap

A. Cac ngi dung hoc tap chinh

trén 16p:

Noi dung GD ly thuyét:

+ Vai tro cua IDS/IPS trong hé

thong mang

+ Dic diém ctia IDS/IPS

N - Nghién
+ Nguyén tac hoat dong cua . . o ex
Trinh bay dugc | cuu tal
IDS/IPS o lia
dac diém va co i¢u[1]

11.1p |*Khao sat mot s6 IDS/IPS phod cl}é hoat dong - Nghién A B

bién cua Firewall, clru thém

‘ — VPN, NAT, thdng tin
+ IDS/IPS dua vao nguén mo IDS/IPS trén mang
Internet

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

B. Cac ndi dung can tw hoc &
nha

+ Doc thém: cac ndi dung lién
quan




CDR

Tuin Noi dung Muc tiéu cu thé | Chuén bi Hoc
phén
Thwe hanh tai phong may
A. Cac noi dung hoc tap chinh
trén lop:
+ Cai dat IDS/IPS mi nguén mo | _ Cai dat va cau
+ Thyc hién tan cong va phan tich E”r]: C;il(;‘ ACL, - Nghién
. . : irewall, Y
cach phong chong dua vao IDS/IPS cuu tai
IDS/IPS ! ligu [1]
- Nghién
- PPGD chinh: e C D,
13 -Caidatvacau | ctu thém £
+ Trinh chiéu Powerpoint hinh dugc cac thdng tin
cong cu phén trén
+ Thuyét trinh tich 16 hong mang
~ mang Internet
+ Lam mau

B. Cac ndi dung can tw hoc &
nha:

+ Doc thém: cac ndi dung lién
quan




CDR

Tuin Noi dung Muc tiéu cu thé | Chuén bi Hoc
phén
Chuong 6: An ninh &ng dung -
Application Security
A. Cac ngi dung hoc tap chinh
trén 16p:
Noi dung GD ly thuyét:
+ Remote access security
- Nghién
+ Web security Trinh bay duoc | cUu tai
. . A diac dié liéu [1
+ Email security cac dac diem iu 1]
chinh cua cac - Nghién
N A o C, D,
14 + Buffer overflow cong cu phan tich | cqu thém £
- 16 hong trong c&¢ | thong tin
PPGD chinh: thiét bi va giao | trén
+ Trinh chiéu Powerpoint thirc mang mang
Internet
+ Thuyét trinh
+ Lam mau

B. Cac ndi dung can tw hoc &
nha:

+ Doc thém: cac ndi dung lién
quan




+ Lam mau

B. Céc ndi dung cén tw hoc &
nha:

+ Doc thém: cac ndi dung lién
quan

A A - 2 z .. | CDR Hoc
Tuan Noi dung Muc tiéu cu thé | Chuan bi N
phan
Thwc hanh tai phong may
A. Céac ngi dung hoc tap chinh
trén lop:
+ Remote access security
+ Web securit i d5t v CA
y E:alhdat va cau - Nghién
: . inh cac ACL, C s
+ Email security Ei L IDS/IPS cuu tai
irewall, | lisu [1]
+ Buffer overflow L
15 - Nghién
PPGD chinh: Cai dat va cau ciuthém | C D, E
hinh dugc cac théng tin
+ Trinh chiéu Powerpoint cdng cu phan tich | trén
o 16 héng mang mang
+ Thuyét trinh Internet

8. CHINH SACH POI VOI HQOC PHAN

* Yéu cau cua mon hoc doi voi sinh vién.

Sinh vién phai c6 du cac dicu kién sau moi dugce du thi cuoi ki va duge danh gia ket

qua mon hoc.

- Mirc @ chuyén can: Sinh vién phai tham gia hoc t6i thiéu 13 80% sb tiét hoc trén 16p.

- Thai do hoc tdp: Sinh vién phai tich cuc tu hoc, tu nghién ctru, 1am céc bai tap dﬁy dua

va ndp dung han theo yéu cau cta gido vién; tich cuc tham gia thao luan nhém, tich cuc

tham gia y kién x4y dung bai trén 16p.
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- Piém qud trinh: Phai c6 t6i thiéu 3 con diém thuong xuyén; 1 con diém kiém tra giita
Ki.

- Piém thi két thiic hoc phan: Bit budc sinh vién phai tham gia du thi khi dd c6 du diéu
kién du thi.
* Ngoai ra:

- Nguoi hoc tdi thiéu phai co6 cac hoc liéu [1] dé tu nghién ctiu va chuan bi bai trude
khi dén 16p.

~ Ngudi hoc phai c6 tai liéu hudng dan thyc hanh va chuan bj bai thuc hanh theo quy
dinh trude khi thyce hanh trén phong may.

9. PHUONG PHAP, HINH THUC KIEM TRA - PANH GIA KET QUA HQC
TAP HQC PHAN

9.1. Tiéu chi, danh gia -

- Pbi véi hinh thire van dap: c6 thé kiém tra thong qua cac bai tap tai 10p. Yéu cau
ngudi hoc phai ndm viing 1§ thuyét co ban, k¥ ning ap dung vao cac bai tip mot
cach thanh thao.

- D01 voi cac bai kiém tra viét: Hoc sinh phai dat dugc cac yéu cau cua dé bai, biét

van dung kién thtrc duoc hoc dé giai quyét cac bai tap lién quan.
9.2. Kiém tra- ddnh gid thuong xuyén:
- Danh gia qua trinh hoc va tu hoc cia ngudi hoc trong cac gio hoc.
— Kiém tra viét theo lich, thoi gian: tir 40 dén 50 phut/bai.
~ Piém trung binh cua cac bai kiém tra cé trong s6 0,3.
9.3. Kiém tra — danh gid giira Ky
~ Kiém tra - d4nh gi4 giita ki: 1 bai kiém tra viét vao tuan 6 ; thoi gian: 50 phit.
~ Diém: tir 0 dén 10.
~ Diém cua bai kiém tra giira ky cé trong s6 0,2.
9.4. Kiém tra — danh gid cudi ki:
— Hinh thte: Thi van dap/thyc hanh; Thoi gian: 40 pht.
~ Piém: tir 0 dén 10, 1am tron dén mot chir s6 thap phan.
- Pia diém: Phong thi do phong Pao tao xép ; Trong s6: 0,5.

10. CAC YEU CAU KHAC
— B& tri lich hoc, thoi gian hoc theo dung lich trinh cu thé (muc 8.2)
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- Gio ly thuyét dugc bd tri hoc tai phong hoc ¢6 may chiéu, néu phong hoc 16n can
c6 thém micro, loa.

—  Gio thuc hanh duge bd tri co déy du trang thiét bi; may tinh, may in, card mang,
cap UTP, dau RJ45, switch, router.

Ngay 25 thang 8 nam 2019 Thanh Hoéa, ngay 10 thang 8 nam 2019
KHOA CNTT&TT TRUONG BQ MON GIANG VIEN SOAN
Pham Thé Anh Nguyén Thé Cwong Nguyén Thé Cwong
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