BQ GIAO DUC VAPAOTAO  CONG HOA XA HQI CHU NGHIA VIET NAM
Pgc lap — Tw do — Hanh phic

S6:2£.9 /QD-BGDDT Ha Noi, ngay b thang 8 nam 2016

QUYET PINH

V& viéc ban hanh Thé 1¢ cudc thi qudc gia
Sinh vién v6i An toan thong tin nam 2016

BO TRUONG BQ GIAO DUC VA PAO TAO

Cin cir Nghi dinh s6 36/2012/ND-CP ngdy 18 thing 4 ndm 2012 cua Chinh phu
quy dinh chirc nang, nhiém vu, quyén han va co cau t6 chirc cia B9, co quan ngang Bo;

Cin clr Nghi dinh sb 32/2008/ND-CP ngay 19 thang 3 nam 2008 cua Chinh Phu
quy dinh chirc ning, nghiém vy, quyén han va co cau to chirc ciia By Gido duc va Dao tao;

Cin cit Quyét dinh sb 99/QP-TTg ngay 14 thang 01 ndm 2014 cua Thu tudng
Chinh phua phé duyét P& an “Pao tao va phat trién ngudn nhan lyc vé an toan thong tin dén
nidm 2020”;

Cian ctr Quyét dinh sé 893/QP- -TTg ngay 19 thang 06 ndm 2016 cua Thu tuéng
Chinh phu phé duyét Dé 4an “Tuyén truyén phd bién nang cao nhén thirc va trach nhiém vé
an toan thong tin dén nam 2020”;

Xét @& nghi cua Cuc tredng Cuc Cong nghé thong tin,
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Thé 1& cude thi quéc gia “Sinh vién véi
An toan thong tin” ndm 2016 cua By Gido duc va Pao tao.

Piéu 2. Ban T6 chirc cudc thi ¢o trach nhiém hudng dan va t6 chirc thuc hién cudc
thi theo The 1§ nay.

Piéu 3. Quyét dinh nay c¢6 hiéu lyc ké tir ngay ky. Cac 6ng (ba) Chanh Vian phong,
Cuc truong Cuc Cong nghé thong tin, Chu tich Hi€p hdi An toan thong tin Viét Nam
(VNISA), Thu truong cac don vi c¢d lién quan, Giam dbc cac hoc vién, Hiéu truong céc
truong dai hoc, cao dﬁng chiu trach nhiém thi hanh Quyét dinh nay.

Noi nhn: KT. BO TRUONG
- Nhu diéu 3;

- B§ trudng (dé bao cao);

- C4c trudng dai hoc, hoc vién (dé thyce hién);

- Website Bo; Website Cuc CNTT; Website VNISA;
- Luu: VT, Cuc CNTT.




BQ GIAO DUC VA PAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phiic

Ha Ngi, ngay fbthéng 8 ndm 2016

THE LE CUQC THI QUOC GIA
SINH VIEN VOI AN TOAN THONG TIN NAM 2016

(Ban hanh kém theo Quyét dinh s6 ~X8<7 /QD-BGDPT
ngay A6 thang § ndm 2016 cua Bé truong Bé Gido duc va Dao tao)

Diéu 1. Muc dich

1. Tuyén truyén, pho bién, ndng cao nhén thirc va trach nhiém vé an toan thong
tin (ATTT) & cac co s gido duc va dao tao.

2. Pay manh phong trao nghién clru, hoc tép, trao d6i kinh nghiém, cap nhat
kién thirc cong ngh¢ hién dai trong linh vire ATTT gop phan thuc hién c6 hiéu qua
Quyét dinh s6 63/Qb-TTg ngay 13/01/2013 cua Thu tuéng Chinh phu phé duyét
Quy hoach phat trién an toan thong tin sé qubc gia dén nam 2020, Quyet dinh so
99/QD-TTg ngay 14/01/2015 cua Thu tuéng Chinh phu phé duyét Pé 4n “Pao tao
va phat trién nguon nhéan lyc vé ATTT dén nam 2020” va Quyet dinh s6

893/QD/TTg ngay 19/06/2016 cua Thu tudng Chinh phu phé duyét Pé an “Tuyén
truyén nang cao nhén thirc, trach nhiém vé ATTT dén nim 2020”.

3. Tén vinh tri tué, phat hién tai ning, tang cuong kha nang giao luu, trao doi
khoa hoc gitra sinh vién cdc trudng trong ca nudc. Tao co héi cho viéc thuc day dao
tao ngudn nhan lyc cé trinh d cao vé ATTT.

Diéu 2. Pham vi va dbi twong du thi
1. Pham vi: Cudc thi dugc to chire trén pham vi ca nude.

2. Dbi tuong du thi: Sinh vién, hoc vién dai dién cho cac truong dai hoc, hoc
vién, cao ding (sau day goi tit la cac truong).

3. Cac thanh vién tham gia cudc thi to chte thanh timg doi, mdi doi gom 4
thanh vién (ca doi truong). Khong gidi han s6 doi ctia mot truong tham gia.

4. Céac thanh vién tham dy cugc thi trén nguyén tic tu nguyén va tu gidc chap
hanh Thé lé cudc thi.

Diéu 3. Noi dung, hinh thirc va thoi gian t6 chire cude thi

1. N§i dung cudc thi: Thi kién thirc va kj ning vé an toan thong tin.

2. Hinh thic té chirc: cude thi dugc to chuc qua 02 vong thi 1a So khao va
Chung khao.

a) Vong So khao:

- Hinh thirc thi: Thi thuc hanh tryc tuyen (on-line) vé ATTT, dién ra dong
thoi véi tat ca cac doi du thi trong thoi gian 8 tiéng. Dé thi dugc x4y dung theo hinh
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thirc vugt qua thir thich theo chu dé (jeopardy) - mét hinh thic thi “Cudp co”
(Capture The Flag - CTF), té chirc dudi md hinh trd choi chién tranh, tap trung vao
hai k¥ nang tan cong va phong thii mang may tinh cua cac doi du thi.

- Noi dung thi gdm: Pwnable (Khai thac 16i phan mém, buffer overflow,
format string, shellcode ...); Reverse engineering (tép trung vao ki nang dich nguoc
ma nguon phan mém, cach unpack cac packer, crypter bao vé phan mém); Web
(Cac ky thuét tan cong vao img dung web); Network/Forensic (Diéu tra, phén tich,
truy vét cac vu an s6); Crypto/ACM (Panh db giai ma, tdn cong cac thuat toan ma
hoéa, dung ki nang 1ép trinh/giai thuét de giai cac tro choi, mé cung ...); Tinh hudng
vé chinh sach, qui dinh cua luat phap vé ATTT.

- Thoi gian thi: tir thang 10 dén dau thang 11 ndm 2016, dong thoi ca 3 khu
vure gébm: mién Béc (céc truong tir Ha Tinh trd ra Béc, t6 chire tai Ha Noi), khu vue
mién Trung (cac truong tir Quang Binh dén Nha Trang va khu vuc Tay Nguyén, to
chuc tai ba Nang), khu vuc mién Nam (cac truong Da Lat, khu vye mién Pong va
mién Tay Nam B9, t6 chire tai TP H6 Chi Minh).

- Lua chon céc dgi vao vong Chung khao: Hai (02) d6i ¢6 thir hang cao nhat
cua timg khu vuc cluing an (04) doi co thir hang cao nhat con lai dugc lya chon vao
thi vong Chung khao. Moi truong cé khong qua hai (02) doi duge chon vao vong
Chung khao.

b) Vong Chung khao: Thi theo hinh thire déi khang (tan cong va phong thu trén
mang mady tinh) trong thoi gian 8 tiéng. Thoi gian thi vao cudi thang 11 nam 2016,
to chuc tai Ha Noi.

¢) L& Tdng két va trao giai thuong: t6 chirc vao thang 12 nim 2016 nhan sy
kién “Ngay ATTT Viét Nam” nam 2016.

Kich ban chi tiét, tiéu chi danh gia, xep thir hang va quy dinh, quy ché thi cua
timg vong thi duge Ban Té chirc hudng dén chi tiét trude méi vong thi.

Ban Té chire cudc thi c6 thé thay dql, diéu chinh lich cac 'vong thi, bang thi phu
hop véi tinh hinh thyc té. Cac thay doi dugc thong bao dén cac doi du thi qua
website chinh thire cua cudc thi.

Diéu 4. Ban Chi dao, Ban Té chirc, Hoi dong giam khao, thong tin lién lac

1. Ban Chi dao

a) Lanh dao B06 Giao duc va Pao tao (GDDT): Trudng ban;

b) Lanh dao Cuc Cong nghé thong tin, B6 GDDT: Pho trudng ban thuong truc;

¢) Lanh dao Hiép hdi An toan thdong tin Viét Nam (VNISA): Pho trudng ban;

d) Lanh dao Co quan dai dién B GDDT tai Thanh phé H6 Chi Minh: Uy vién;

e) Lanh dao Vu Giéo duc Pai hoc, B6 GDDT: Uy vién;

f) Lanh dao Vuy, Cuc, Trung tdm thuoc BO Théng tin va Truyén thong: ny
vién;




2. Ban T chirc

a) Lanh dao Cuc Cong nghé thong tin, B GDDT: Trudng ban;

b) Lanh dao VNISA: Pho truéng ban thuong truc;

¢) Chuyén vién Vu, Cuc thuéc B6 GDDT: Uy vién;

d) Chuyén vién Vuy, Cuc, Trung tdam thugc Bo TTTT: Uy vién;

e) Can bg cua VNISA: Uy vién;

f) Lanh dao mot sé S& Théng tin va Truyén thong: Uy vién;

g) Cac nha tai trg: Uy vién.

3. T6 thu ky gitp viéc: do Ban T6 chire thanh lap, ¢é nhiém vu giup viée cho

Ban T6 chue, tong hop ho so du thi; dam nhan cong tac van thu; tuyén truyén, phd
bién rong rai Thé 1& cudc thi.

4. Hoi ddng giam khao: do Ban Té chirc thanh lap gom cac chuyén gia trong
linh vuc vé ATTT. C6 02 Hoi dong giam khao 1a Hoi dong vong So khéao, Hoi dong
vong Chung khao.

5. Hoi dong ra dé thi gom cac chuyén gia co nhiéu nam kinh nghlem trong
nghién ctru, giang day va trién khai img dung céc giai phép, cong cu ATTT co trach
nhiém xdy dung co s¢ dir liéu dé thi cho cac vong thi. Hoi dong lam viéc doc lép,
khéng 16 danh tinh, dam béo bi méat, bam sat trinh do phat trién khoa hoc va cong
nghé va chuong trinh dao tao vé an ninh mang va ATTT.

6. Hoi dong tham dinh d& thi ¢6 trach nhiém tham dinh va lya chon dé thi cho
cac vong thi tir dir licu dé thi do Hoi dong ra dé thi xay dung.

7. Pon vi bao trg: B Théng tin va Truyén thong;

8. Thong tin lién quan dén cudc thi: Tat ca thong tin ciia Ban T chirc cudc thi
duogc dang tai trén website clia Cuc Cong nghé¢ théng tin tai dia chi http://e-
ict.gov.vn va website cua Hiép hdi an toan thong tin Viét Nam tai dia chi
http://vnisa.org.vn.

9. Dia chi lién lac cua Ban T chuc:

a) Cuc Cong nghé thong tin, B GDDT
Pai chi: $6 15 Hai Ba Trung, Hoan Kiém, Ha Noi;
Dién thoai: (84-4) 3623 0483,
Email: sv-attt@moet.edu.vn

b) Hiép hdi An toan thong tin Viét Nam
Pia chi: sb 155 phd An Trach, quan Pbng Da, Ha Noi;
Pién thoai: (04) 6290 1028;

Email: sv-antt@vnisa.org.vn.




Diéu 5. Ding ky du thi, quyén lgi va trach nhiém cia cac doi du thi

1. H6 so dang ky du thi theo miu (dugc dang tai trén website cua cudc thi) co
xac nhan cua nha truong va duge gii vé Ban To chire trude ngay 15/9/2016. Ban T6
chirc thong bao danh sach cac doi du thi trén website cua cudce thi. Cac truong co
trach nhiém ra soat danh sach, phat hién cac sai st guri vé Ban Té chirc cham nhét
01 tuén trudce khi dién ra cac vong thi.

2. Quyén loi cua cac thanh vién tham gia dy thi: Tét ca cac thanh vién tham gia
du thi‘ déu dugc cap chirng nhan tham du cudc thi. Cac thanh vién ctuia ddi doat giai
cao déu dugc khen thuong, nhan Gidy chimg nhan doat giai va cong diém clia nim
hoc hodc diém ctia mén hoc tuong ung theo quy ché, quy dinh hién hanh cta B
GDDT hoic theo quy dinh cu thé riéng cta timg truong. Doi doat vi tri cao (nhét,
nhi va ba) dugc uu tién lua chon cir tham dy céc cudc thi quoc té vé ATTT; cac
thanh vién cua doi co co hdi duoc tuyén chon cur di dao tao sau dai hoc & nudc
ngoai theo cac chuong trinh cua Chinh phu.

3. Thi sinh tham gia cudc thi phai mang theo thé sinh vién khi tham gia du thi.
Duoc mang theo may tinh cé nhan khi du cac vong thi. Phai chép hanh nghiém tic
cac quy dinh cua cugc thi. Ban T chirc ¢6 cac hinh thire xtr phat tuy theo mirc do vi
pham nang nhe nhu nhic nhé, canh cdo, trir diém hoac thong béo vé Nha truong dé
xu phat theo quy dinh hién hanh.

4. Kinh phi di lai, &n nghi cta cac ddi tham gia cudc thi dugce cac trudng cu
tham gia tu bo tri. Ban T chirc hd trg mdt phan kinh phi cho cac di ¢ xa dugc vao
vong Chung khao.

Piéu 6. Giai thudng
1. Vong So khao:

a) Moi khu vuc: Mot (01) giai nhat céc giai nhi, giai ba va giai khuyén khich
cho cac ddi theo thir hang tir cao xuong S6 lugng cac giai nhi, giai ba va giai
khuyén khich dugc Ban Té chirc quyét dinh cin cir vao s6 luong cac doi du thi cua
tung khu vuec.

b) Gii thudng cho cac doi gom:

- Gidy khen ctia Ban T6 chirc;

- Phan thudng béng tién mat (hodc hién vat c6 gia tri trong duong).
2. Vong Chung khao:

Sé Mikc thuéng jigid
TT Giai thuén Ghi chu
8 |lugng | (VND)
Tang Bang khen ctia B trudng
1 | Giai nhat 01 15.000.000 | Bo GDDT, co va cup cua Ban
T6 chire
Ting Béng khen ctia B§ truong
2 | Giai nhi 02 10.000.000 | B GDDT, co va cup cua Ban
To chire




S6 Mikc thuéng

= RPN ek
Giai thuéng e (VND) Ghi chui
Tang Bing khen ctia Bo trudng
3 | Giai ba 03 5.000.000 | Bd GDDT, cd va ciip ciia Ban
T6 chuc
4 | Giai tu 04 3.000.000 | Gidy khen ciia Ban T4 chirc

Ting Béng khen cta Bo trudng
] B GDDT cho céc truong tham
5 | Tap thé 04 1.000.000 | gia va t chirc tét cong tac tuyén
truyén, phd bién cudc thi dén
hoc vién, sinh vién

Giai thuong co6 thé 1a tién mat hodc hién vat c6 gia tri tuong duong. Ban T
chirc cling c6 thé huy dong thém giai thuong khi can.

Piéu 7. T6 chirc thue hién

1. Cuc Cong ngh¢ thong tin: chu tri, phdi hop véi cac don vi thuée Bo GDDT,
Hiép hoi an toan thong tin Viét Nam t6 chirc trién khai céac hoat dong theo Ké hoach
nhu: Thanh lap Ban Chi dao, Ban T chirc, T6 thu ky cta cude thi; Ban hanh Thé 18
cude thi; T chirc cac hoat dong lién quan dén cudc thi.

2. Hi¢p h¢i An toan thong tin Viét Nam chu tri, phoi hop véi Cyc Cong nghé
thong tin dé: chuan bj vé dia diém, co s& ha tAng k¥ thuat, hé thong phan mém, ngén
hang cdu hoi va céc giai phap k¥ thuat dam bao tinh an toan, bao mat, cong bang va
dung quy dinh cho cudc thi.

3. Cac don vi: Vu Gido duc Dai hoc, Vu Ké hoach — Tai chinh phdi hop Cuc
Cong nghé thong tin trién khai cudc thi theo K& hoach.

4. Trach nhiém cla céc hoc vién, truong dai hoc:

a) Té chuc pho bién noi dung va thé 18 thi, tuyén truyen khuyén khich, dong vién
sinh vién, hoc vién tham gia cudc thi. To chirc cho sinh vién dang ky, lua chon va
thanh lap déi tham gia duy thi.

b) Chu dong hudng dan va t6 chuc tap huin vé an toan thong tin cho cac doi
du thi ctia truong (néu céan thiét).




